2
S
(¢b)
>
=
©
|
-
O
(et
c
O
=
Q.
-
(&
c
LLl




ENCRYPTION
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Avoid
* Encryption is too difficult.

* Encryption is too expensive.
* “I don’t need encryption!”
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Never Sometimes Always




MODEL RULES

Ol
PROFESSIONAI
CONDUCI

Ethics Rules
Common Law
Contracts

Laws & Regulations



MODEL RULES
]

C
PROFESSIONAI
CONDUCIT

Rule 1.1 Competence
Rule 1.6 Confidentiality
Rule 1.4 Communication

Rules 5.1, Supervision
5.2,5.3



Model Rule 1.1 Competence
Amendment to Comment [8]

Maintaining Competence

“...a lawyer should keep abreast of changes in the
law and its practice, including the benefits and
risks associated with relevant technology...”

Adopted by 26 states as of Jan 2017




Model Rule 1.6
Confidentiality of Information

Addition to rule

“(c) A lawyer shall make reasonable efforts to
prevent the unintended disclosure of, or
unauthorized access to, information relating to
the representation of a client.”




< \
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Reasonable Safeguards (Rule 1.6, Comment [18]):

1. the sensitivity of the information

2. the likelihood of disclosure if additional
safeguards are not employed

3. the cost of employing additional safeguards
4. the difficulty of implementing the safeguards

5. adverse effect on the lawyer’s ability to represent

clients ]
Risk-Based
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Model Rule 1.6
Comment [19]

“When transmitting a communication that includes
information relating to the representation of a
client, the lawyer must take reasonable precautions
to prevent the information from coming into the

hands of unintended recipients. ...”




Model Rule 1.6
Comment [19]

“...does not require that the lawyer use special
security measures if the method of communication
affords a reasonable expectation of privacy. Special
circumstances, however, may warrant special
precautions....”




New Jersey Opinion 701 (2006)
California Formal Opinion No. 2010-179
Pennsylvania Formal Opinion 2011-200
Texas Opinion No. 648 (2015)
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YOURABA

e-news for members

4
Peter Geraghty, director, ETHICSearch; and, Susan Michmerhuizen, ETHICSearch counsel, ABA
Center for Professional Responsibility

“The potential for unauthorized

receipt of electronic data has caused
some experts to revisit the topic and
issue [ethics] opinions suggesting that

in some circumstances, encryption or

other safeguards for certain email
communications may be required.”
ABA, Eye on Ethics (July 2015)
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“Considering the high frequency of lost
assets, encryption is as close to a
no-brainer solution as it gets for this
incident pattern. Sure, the asset is still
missing, but at least it will save a lot of
worry, embarrassment, and potential
lawsuits by simply being able to say the
information within it was protected.”

“Competent and Reasonable Efforts”

Yerzen 2014 DATA BREACH
INVESTIGATIONS REPORT




o%
Why

Up to 70% of data breaches involve
laptops & portable media.
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About 10% of laptops are stolen
during their useful lives.

1.4 million smartphones were lost during 2013.

3.1 million smartphones were stolen during 2013.
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Why Attorn
8/11 Baltimore law firm
(external hard drive — backup — left on light rail)

8/14 Law firm with GA operations center
(external hard drive — backup - stolen from employee’s
trunk)

1/15 San Francisco attorney
(laptop stolen)

4/15 San Diego law firm
(laptop stolen on trolley)
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Why A
2007: 18 laptops were stolen from the offices
of a law firm in Orlando.
- Protected by encryption
- SANS Institute:
“(laptop stolen, but the data was
protected) shouldn’t be newsworthy...”

— Encryption protects data!




<.
Why

Electronic communications can be intercepted.

Wired and wireless network traffic can be
intercepted.

Cyberspace is a dangerous place!
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Unencrypted Email = “A Postcard”

"The common metaphor for Internet

e-mail is postcards: Anyone — letter carriers, mail
sorters, nosy delivery truck drivers - who can touch
the postcard can read what's on the back."

Bruce Schneier 1995

“Reasonable Expectation
of Privacy?”

20



Why Attorneys Need Encryption
Unencrypted Email = “A Postcard”

Email — A Postcard Written in Pencil

Larry Rogers 2001
SEIl - Carnegie Mellon University

“Reasonable Expectation
of Privacy?” —

21




Unencrypted Email = “A Postcard”

“Emails that are encrypted as they’re routed from
sender to receiver are like sealed envelopes, and less
vulnerable to snooping—whether by bad actors or
through government surveillance—than postcards.”

Google Official Blog June 2014

“Reasonable Expectation
of Privacy?”
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Why Attorneys Need Encryption

Unencrypted Email = “A Postcard”

"Security experts say email is a lot more like a
postcard than a letter inside an envelope, and almost
anyone can read it while the note is in transit.”

New York Times July 2014

“Reasonable Expectation
of Privacy?”
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@ USATODAY

NEWS SPORTS LIFE MONEY TECH TRAVEL OPINION G 34° CROSSWORDS ELECTIONS 2016 INVESTIGATIONS VIDEO STOCKS MORE

| got hacked mid-air while writing an Apple-FBI story

Steven Petrow, Special for USA TODAY

anTna

@ usaTODAY

NEWS SPORTS LIFE MONEY TECH TRAVEL OPINION @ 33° CROSSWORDS ELECTIONS 2016 INVESTIGATIONS VIDEO STOCKS MORE

Using public Wi-Fi is like posting on a Times Square
billboard

@ Elizabeth Weise, USATODAY
>
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WIRIEDR

THE APPLE-FBI BATTLE IS OVER.
BUT THE NEW CRYPTO WARS
HAVE JUST BEGUN

APPLE'S STANDOFF WITH the FBI unfolded over the course of
several weeks, but ended in a matter of days. That’s how
long it took the FBI to find a way into a San Bernardino
shooter’s iPhone and successfully exploit it without Apple’s
help. So while that particular case appears to be over, the
encryption war is not. If anything, it is more urgent than
ever.

25



Encryption is increasingly required in areas like
banking and health care, by the FTC, and by new
state data protection laws.

As these requirements continue to increase, it will
become more and more difficult for attorneys to
justify avoidance of encryption.

It has now reached the point where all attorneys
should generally understand encryption, have it
available for use when appropriate, and make
informed decisions about when encryption should
be used and when it is acceptable to avoid it.

26



= An electronic process to protect data

= Transforms readable data into unreadable
data

Requires a key to make data readable again

“ I

| i
Plaintext ‘»—v Encryption ———» Ciphertext ——» Decryption [—> Plaintext ‘
J | |

|

I
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Encryption Made Simple for Lawyers

By
David G. Ries
John W. Simek

Encryption is a topic that most attorneys do’t want to touch with a 10-foot pole, but
itis becoming 2 more and more important part of security. Encryption is an
electronic process to protect data. It has now reached the point where all attorneys
should generally understand encryption, have it available for use when appropriate,
and make informed decisions about when encryption should be used and when it is
acceptable to avoid it. Fortunately, easy to use options are available today for
encryption. Most attorneys will need technical assistance to install and set up

encryption, but it's generally easy from there.

Encryption uses a formula to transform readable data into umreadable data The
formula is an algorithm (called a cipher), the readable data is called plaintext, and
the unreadable data is called ciphertext. Decryption i the reverse process that uses a
key to transform the encrypted data back to readable data. As long as the decryption
key is protected, the data is unreadable and secure. While the technical details of
how encryption works are complex, it i not necessary for attorneys who use

encryption to understand them

Encryption can be used to protect data at rest (on desktops, laptops, servers or
portable mediz) and data in motion (over wired or wireless networks and the
Intemet). Anyone who has access to encrypted data cannot read or use it unless they

have access 10 the decryption key

Readable
Plaintext
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Encryption Made Simple for Lawyers
By
David G. Ries
John W. Simek
Encryption is a topic that most attorneys don't want 1o touch with 2 10-foot pole, but
itis becoming amore and more important part of secusity. Encryption is an
electronic process to protect data. It has now reached the point where all attorneys
should generally understand encryption, have it available for use when appropriate,
and make informed decisions about when encryption should be used and when itis
acceptable to avoid it. Fortunately, easy to use options are available today for
encryption. Most attorneys wil need technical assistance to install and set up

encryption, but it's generally easy from there.

Encryption uses 2 formula to transform readable data into unreadable data. The

formula is an algorithm (cz

ed 2 cipher), the readable data is called plaintext, and
the unreadable data is called ciphertext. Decryption is the reverse process that uses a
key to transform the encrypted data back to readable data. As long as the decryption
key s protected, the data is unreadable and secure. While the technical details of
how encryption works are complex, it is not necessary for attorneys who use

encryption to understand them

Encryption can be used to protect data at rest (on desktops, laptops, servers or
portable mediz) and data in motion (over wired or wireless networks and the
Intemet). Anyone who has access to encrypted data cannot read or use it unless they

have access 10 the decryption key

Readable
Plaintext
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Example
AES-256 Key

+30NbBBMy7+1BumpfmN8QPHrwQr36/vBvaFLgQM561Q=

30




Encryption Key

00RUDOpan apoe A0 0¢ DA gEooooounD
00 0G0 0 > 1T 2 noooz

O0KOOREDDDDD
d00000RUD
ouoooooog
000u00ooonoc

0liD0R@00ADD

foooooodoonooGo ) 000a0020000
0AP00B000ED no@ooy[oodioo
000B@00(000@000000 i 00DF00NA=E000A000

Version: BCPG C# v1.6.1.0

|QOsBFIONHgBCACWAhCYBG5X52IkblKpeN21wEa3kR+eLvqRkdjD1oL1o4kmy3hh
Zz11/DH7RcZX+efCP3RfEVI7Mu3a9KIEqODOKxLQbhaWvVDz)8yUCR8kRepFDKtj
pj1G/049DJGMAAYHghmTPSnwRnPBtv5Ci2k9cWgZSnH/4NnkAGYudsftReoxOsUt
pfYTyMeoGBg2DkNG4yZ6uG86v5k641lgH9qABajjFfXoe2aMwbYPMWQDahJICZfH
U2q05GJt/2zThnky/D//savhrshpNxriddEalQwgGSR/EDPkflvib4yWHO5DbRST

dR9B136kh+2YMDtqal75hhU/H9Q6WmhBAIIXABEBAAH/
AwMCoZz7ekYu0YZgXUod

EoYIOwJmlu/ZLx2GSFtZO2RNyvblG+03ZeKukG1xbSvzBS0Z50jQ0YnD+X5arvNM
DmpyilKpb5DueaN1osxPOkungQ6c)IOWdROvUQkgLCD7Y7jfud/coeK+HZuolHSq
txEQalCTDCcENFYjDIJNYNGWKj6WST3LGjDhCreck6MZcGGJHjmCN8VF+yEmsUIkM+
9D/US/rl/IWnINIfgmhiN1NxpAhg9Xo43Mpwex3hZLXLrbhdTkKRMVgHLEH5h3xx0
JUyNGCn3T9CTa4/vNdmZmMIAAHQk6FOZhqFLS8x3sR2hxwkaNGmGHRr/ihklv15U
RrggHzH89zxc3RDC8al/wcieM1vXx9hK195r9NPJ/hET1ElIgs3wLu8rmZDPazIVT
j8bQdhH3X964Q70ciiREVXbY29uwSXKHU6Q8agmCDdeGoZ/bhtLaYSs6Q53dgW97
U2IN6QIxHDTa+eZU5t1RVR5ugHph6yhTk6rCQF+FTsiaezwHkXqS55fyNJ2JgOCi
6l4HpA2gLOy3raV4MoSpsEwlpquTccu/B8Aiucy6UL7IELOAMT2s7c2R7gVoBvew

5e2gDidOCWNgN03Zvg4USKqg3lYskMUWUtaaexDWNALB2100Kixm6mGN4Vzelmq
MK

woedrwWbfuo+Xt540wlGOOuUCjZoEM+gxKofnDZicDQ9Lns/eswvLZS2L/ei3kF4du
BOwexeG7R5eNIOIDfReyz5qWX0LgS47In60LBXIUfuuNsIOm64DM3Z9LBXev2TuG
YHGG26j1FRwgOdSDynjlTA2xZr1JQ7rBjlhiMedH1bLIUau75EU/qQVAV1jZ+gD/
CbD/vxVW237NaAPPIctGXrvWMyZh/PSjb/wC56veYrQAIQECBBABAgAGBQJSDpx4
AAO0JEKIQRE9Opr2dRb8H/A67kPkY8fwCY8IXxF6tV46rmXlyPOsVzVHb+TG9p+0ep
1js13t1IMGJuMS7CXaDdtPdahD9IKwKRO3z2Jxsg2 ADYditkR7QUknGUnrJsQOkKx
8gXinRihRNjM2JzsqWkBEOaullnO5+Y01g7KTo93N1F+pNrPNzRko8gAPWIloz)Md
SwLTINvtdJLRumlJjTjQ9ydyLa41uOq8EZvYELWyqOUSO5AzIOuSXAduduRvoghim
CmN8RLgShJzCGhu2E08hgU2kZZtY1g3VyGnttkkn4Vtré6wREh5SyvMIzirWAMb1G
LvaFZWAYAPLICtCZQU3pL8mjFTFAxsKS1CcRLUrOkLM=

=9Ry2
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Encryption Program
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Data at Rest

—Servers, Desktops, Laptops, Tablets,
Portable Media, Smartphones, etc.

Data in Motion

— Wired Networks, Wireless Networks,
Internet, Cell Networks, etc. ...

into humanly unreadable data. It can only
be decode and decrypt by using correct

. o ENCRYPT

(oK

A o) (oAb} PUR= 010 YTond 3 3




Attorneys will often need assistance in
setting up encryption.

There are now many easy to use options
for encryption (particularly after setup).

34



Generally requires password/passphrase to
access key.

Use a strong password/phrase

- 14 characters or more.

Use a password manager
for multiple encryption
Instances.

New NIST recommendations.

35
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T
sphrases

lluvmy2005BMW!

lluvmXy2005B3MW!

Stronger: Break dictionary words with random
letters, numbers, or symbols.




Backup Data

Data

|

Backup Recovery Key

Enterprise Management

37



iPhones and iPads =
Android .

BlackBerry ECUR ‘
1. Follow manufacturer’s instructions. :

Use strong PIN or passcode.
Enable encryption.
Enable wipe after X failed log-on attempts.

e L L

Set auto timeout.
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Every ™
nave \©

See YO

Use anything by Open
Whisper Systems.

— Edward Snowden, Whistleblower
and privacy advocate

essage \s encry
do anything!

u at the usual P!

pred? We dan't

Yep. pretty simpl\e!

ace tor wnch!

PRIVACY THAT FITS IN YOUR POCKET

Signal is the most scalable
encryption tool we have. It is free
and peer reviewed. | encourage

people to use it everyday.

— Laura Poitras, Oscar winning
filmmaker and journalist

| am regularly impressed
with the thought and care put
into both the security and the
usability of this app. It's my first
choice for an encrypted
conversation.

— Bruce Schneier, internationally
renowned security techno ogIst

After reading the code, |
literally discovered a line of drool
running down my face. It's really

nice.

— Matt Green, Cryptographer, Johns
Hopkins University

Open

Whisper
Systems

Private

Messaging

Private
Calling
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FEATURES

Simple. Secure.
Reliable messaging.

With WhatsApp, you'll get fast, simple, secure messaging

and calling for free, available on phones all over the world.

@ Android %

& iPhone
3 Mac or Windows PC

%8 Windows Phone

CE AND VIDEO CALLS

Speak Freely
With voice calls, you can talk to your friends and family for free’, even if they're in
another country. And with free* video calls, you can have face-to-face conversations for
when voice or text just isn't enough. WhatsApp voice and video calls use your phone’s
Internet connection, instead of your cell plan’s voice minutes, so you don't have to
worry about expensive calling charges.

Dario De Luca

MG hahahs, she's the

>

cutest! How is the trip?

HeOH.

111%100

WhatsApp

Private
Messaging

Private
Calling
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C:: silent circle PRODUCTS & SOLUTIONS + OUR STORY BLOG SUPPORT LOGIN

Silent Circle is a secure communi€ations company offering mobile devices,

software applications, and communication management services to the enterprise. WATCH VIDEO >

DEVICES SOFTWARE ENTERPRISE SERVICES

Blackphone 2’

The award-winning Blackphone 2 with The Silent Phone App provides Management, administration and
enhanced security features and now encrypted communications on any compliance tools simplify the set up and
more afforable at $599 Android™ or iOS™ device maintenance of your devices and
software
LEARN MORE » LEARN MORE » LEARN MORE »
BUY BLACKPHONE » BUY SILENT PHONE APP » ENTERPRISE SALES »

Silent Circle
Voice, Video, Conference Calling, File Transfer, Messagjlng



Full Disk Encryption

Limited Encryption
—Partition, Folder or File

42



1%
AQ AN\ \
Hardwar
 Automatically encrypts entire disk

* Decrypted access when an authorized user
logs in

 Examples:
—Seagate Momentus (SED)
—Samsung SSD

— Hitachi Self-Encrypting Drive

Seagate

43



Microsoft Windows

- Bitlocker
(business versions: Vista, 7, 8, 10)
— Device Encryption

(8.1, 10 with specific tech specs)

Apple OS X
— FileVault
— FileVault 2

44
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Software
Full Disk & Limited
Examples:
— Check Point

— Dell Data Protection

— McAfee Endpoint

— Sophos

— Symantec (PGP and Endpoint)
— WinMagic

— TrueCrypt{opensource)




CMS Secure Vault

Aegis Secure Key

Protect access to your private files
with the NEW SanDisk* SecureAccess™
Software.

o, MY

Download Herep

SanDisk

Bitlocker to Go

Kingston
DataTraveller

Seagate Go-Flex
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A Proceed With Caution! A

Tunes s Dropbox

E-mail IR SugarSyn?‘




More Secure (Examples)

e Dell

boxcryptor ‘\‘3 Data Protection m

Cloud Edition :
Business

Enterprise
1 ' Sookasa

2

oltage clmpx , B ey
HPVolRse Sharerile IS

el 1

ZiXCO rp Bljcom The Leader in Enterprise Document Delivery

48




Internet
‘End User‘&ﬁ &Z@‘Cloud Service Provider

49



Signin -

We sent a code to your phone
number ending in 3664.

[] Trust this computer

Dropbox Security Code

Codes sent by text to phones.

50



@) .1l 7 10:09 Am

Mon, May 26, 2014

5105647340: Your security code is
962346. Happy Dropboxing!
Mon, May 26, 2014, 4:39 PM

Dropbox Security Code

Codes sent by text to phones.

51



1 Your Google verification code is
« 812426

)
. Type a message...

Google Verification Code
Codes sent by text to phones.



® Google & October 5, 2016 at 10:59 AM
To: = om
Sign-in attempt was blocked

Google (@)

Someone has your password

Hi"=a
Someone jus! used your password to try to sign in to your Google Account

Information:

Thursday, 6 October, 1:0:31 UTC
New York, United States

Internet Explorer

Google stopped this sign-in attempt, but you should change your password.

CHANGE PASSWORD 4

https:/jvww.google.comfampjtiny.cc/l ™

Best,
The Mail Team

= 2016 Goegle Corp., 1883 Amphithaelre Parkway, Monlain View, CA 92042, USA
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PAlired-Equivalent Privacy {PAVEPRPH — weak!

Wi-FiProtected-Access PAIRA} — cracked |
Wi-Fi Protected Access, second generation (WPA2)

Sniffer programs
War driving
Pineapple

Evil twin

bandwidth

bandwidth

mesh node ﬁ

Source: Wikipedia.org
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Currently connected to: s
: Oak Crest Cloud 2

2§ Internet access

Wireless Network Connection A

Home - Wireless

Connected d“

13‘“

Radio Type: 802.11g

{ Name: Oak Crest Cloud
Signal Strength: Excellent
Security Type: WPA2-PSK

SSID: Oak Crest Cloud

e n

—
ﬂjl.
1!.i i
9al .
1l

Open Network and Sharing Center
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“Let’s Be Careful Out There!” @

o
Risky if open (no need for username and password)

Be sure you have a secure connection (https: or VPN)
Be sure you have a properly configured firewall

Warnings from security professionals / US-CERT

Sgt. Phillip Freemason Esterhouse
Hill Street Blues




‘ ‘ i

8 )
Internal
Network gzl%
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(SSL / TLS)

i ‘ B4 Web Server
| | |

Internal
o
Network ‘egﬁ

Remote
User
P S ssssccae=y: o BT AR BT AR N
B nttps: /mail | /mail O~-apXx
ps. /mal .goog e.com/smal -

https: .



— ENCIYPLION  —

== Decryption ™
4

H

-
-
A
Doy ——
W o A7) e Sl

4 - ~ b oy T4, o Wit g - Fl
P | S N PoT e s AT TR 7 . 5 e e © - £CO, P PO . el e | Den & [t | ot o | e S SASHAION 5o

Readable Unreadable Readable
Plaintext Ciphertext Plaintext

Recipient’s Public Key Recipient’s i’rivate Key

yS
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Sample Encrypted Message . EML
Received: from mai thorpreed.com ([12.147.198.18]) by thorpreed.com with Microsoft
SMTPSVC(5.0.2195.6713); Sat, 8 May 2004 17:03:20 -0400
MIME-Version: 1.0
tent-Type: ication/x-pkcs7-mime;

0eC “THT

000 €0€n0 1,0)0,0y00 0040011000 DOUD

J0OVeriSign, Inc.1C0D00UOCO0OVerSign Trust Network 1FODDOUO CO=www.verisign.com/repository/RPA
Incorp. By Ref. LIAB.LTD{(c)981HOFOOUODO?VeriSign Class 1 CA Individual Subscriber-Persona Not
ValidatedD DO"I|ROAs~0108Y A0

D "tHte

COooo ones=Y|o

02'$e0t

TKO (g)ma NEG«L2IUM' CYGA.. €0t?x/Ea€ NsT0(0SUT I2§*BrHECAEADIKVO OGS, 6Ei018°A FNOCWKISA 0
D ™

$.~OJIOUSIEAGeTSAD 0O ™MOED  *tHT+

DODoODCOD*tHT+

DOD0GIH % E% €0,0 o

aNx0eOES)AVASLY" Dae 0T, paU30002#, 0~ 470P Dal~0¥% °Bgé»O0s EA=vOETO ¢ % IN®

WD % yALEEURCO > YW 6+hOVOCE b \OBAh%IE] BFUSD*Se="r .. QALP§*Z1»K[-U0n€a2748h
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1. Sender Signs With Recipient Verifies

Private Key Authenticity + Inteqgrity
2. Hash with Sender’s Public Key

() Prvate |} Pablic> + Hash
./ - N 4_// t

T Different Keys —



pted Email

>
. A 5
1. Sender Slgqs with () \nﬁ@ 1. Recipient Verifies y, .
Sender’s Private Key \_/J;_l Authenticity + Integrity @ /;;"'Q!':D
with Sender’s Public Key +—Hash
2. Sender Encrypts with GA&; 2. Decrypts With Recipient’s
Recipient’s Public Key Q Private Key
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FILE MESSAGE

n Colors ~
— Fonts ~

Themes

v Effects ~

Themes

age
Colo

v

INSERT OPTIONS FORMAT TEXT

a1 =€

a1 i Encrypt
e 2T (-] P
Bcc  From  Permissign 2 Sign
Show Fields Permission

REVIEW MIMECAST ADOBE PDF METADACT-E
0

O A
Request a Delivery Receipt m Q ..’6
Use Voting Request a Read Receipt Save Sent Delay  Direct
Buttons ~ Item To ~ Delivery Replies To
Tracking F, More Options M
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Encrypted




of
Message
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Encrypted Clear
Attachment Email
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AppRiver

DataMotion

Google Apps (GAME)

HP SecureMail (Voltage)
Mimecast

Office 365

Proton Mail

ZixCorp
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= Un
Message Insert Options Format Text Review Adobe PDF
& g ¥ A HE
=3 Cop
Send Paste B 7 U |¥® \ = = =
nencrypted v J e e
ZixSelect Clipboard Basic Text
To...
;] Cc..
Send
Bcc...
Subject:
This message was secured by ZixCorpe.
To reach ZixCorp, go to: hif) vy 2cop com/info/ziema

This message was secured by ZixCorp™
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(-] Encrypt Document

ﬁl? Increase the security of the document by
adding encryption.

Adobe Acrobat

WinZip

Limited Protection!
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File Edit View Window Help

Home Tools Document B Bd Q @ @ ‘17

Decrypting Encryption
Gaining Competence on Encryption for Your Practice'

Dave Ries
Clark Hill PLC

John Simek
Sensei Enterprises, Inc.

February 2015

Contents

E ncryption Overview.....
Laptops and P ortable Media ...
Smartphones and Tablets.................

E ncryption: & Security No-Brainer ...
WIrBIESS NETWMOIKS Lo e e e et e s e s s et st st s e
Conclusion...

An Encryption Quick Start Adction Plan

Encayption is atopic that most attorneys don’t want to touch with aten-foot pole, but it is becoming a
more and more important part of seaurity. Enayption is an eledtronic process to protect data. It has
now reached the point where all attorneys should generally understand enayption, have it available for
use when appropriate, and make informed dedsions about when enayption should be used and when it
is acceptable to avoid it. Fortunately, easy-to-use options are available today for enayption. Most
attorneys will need technical assistance to install and set up enayption, but it's generally easy from
there.

Encryption Overview

m

Search Tools...

‘5 Create PDF
Edit PDF

E‘, Export PDF
Comment
Organize Pages

591 Enhance Scans

Protect

O
. Fill & Sign
2

Prepare Form




File Edit View Window Help

Home Tools

Protect ~

Document

B KQ OO 2|V

[ha Restrigiafdliting a Encrypt ~ E'(‘J More Options ~

98 1 Encrypt with Certificate... I
08 2 Encrypt with Password... :
|
E‘l} Manage Security Policies...
Dec vp
Gaining Competence (
T DavEREs
Clark Hill PLC
JohnSimek
Sensei Enterprises, Inc.
February 2015
Contents
E Oty tON OVEIVIBNY ..ottt et e e ae e eae e eas e e e e et e e aeeeaeeeaseesseenseensteenseenaeenneens 2
Laptops and Porable MEedian ...t 5]
Smartphonesand Tablets ...
Encryption: A Security No-Brainer
Wireless Networks ..o
E-MaIl oo
COMITIUSION. ettt ettt ettt e et e et e e s e e e e eas e easeease e s e e eaeeeas e e s e e s e e aeeeneeeneeenn e e s e e neeeneeenteeneenaennean

An Encryption Quick Start Adion Plan 71



- ™
Password Security - Settings @

Dogument Open
Require a password to open the document

0 No password will be required to open this document.
Permissions
[ Restrict editing and printing of the document. A password will be required in order to change these permission settings.
High Resolution
Any except extracting pages
Enable copying of text, images, and other content

Enable text access for screen reader devices for the visually impaired

Options
qmpatibility: Acrobat 7.0 and later v] Encryption Level: 128-bit AES
® Encrypt all document contents

_) Encrypt all document contents except metadata (Acrobat 6 and later compatible)
_) Encrypt only file attachments (Acrobat 7 and later compatible)

0 All contents of the document will be encrypted and search engines will not be able to access the document's metadata.
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David G. Ries

dries@clarkhill.com
412.394.7787

CLARK HILL

John W. Simek

jsimek@senseient.com
703.359.0700

SENSEI ENTERPRISES, INC,
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